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Protecting Data from a Recovery Point of View

Abstract

Too often, IT users work about moving data from primary to secondary storage while ignoring recovery
requirements. With new methods to protect data, users are forced to buy disk-based backup,
Continuous Data Protection Software, and other tools from separate vendors. Asempra, with its
Business Continuity Server, consolidates many of the backup technologies, enables users to
transparently and continuously protect data, and facilitates quick restore operations.

Introduction

When IT users and vendors hear the term “business continuity”, the first that comes to mind is “disaster recovery”.
This reactive word association is misleading because business continuity is a set of processes supported by people
and technology. Data protection, restoration and disaster recovery encompass technology and IT staff to minimize
productivity disruptions and data loss. Organizations cannot afford significant disruptions to ongoing business
activities to maintain competitive advantage and maximize return to shareholders, stakeholders, and customers. Also,
critical information, whether an accounts receivable application or data warehouse with customer profiles, is essential
to an organization. This information must be protected and easily recoverable ensuring that employees can always
leverage the data in daily operations.

Data protection and recovery involves backing up IT server and storage systems. Traditional backup processes call
for an initial full copy of data. Nightly backups capture the incremental changes made during the day, and then a full
backup takes place at the end of the week. At the end of the month, the full weekly backups are aggregately saved
creating the monthly full backup. Anywhere along this process, a copy of the backups is sent to secondary location in
case a disaster happens at the primary data center. Organizations may send tapes off-site to another location to a
third party. If data is lost, tapes, onsite or offsite, are restored back onto the IT systems.

Due to elongated backup and recovery times, organizations are quickly deploying different technologies to speed up
data protection processes. Inexpensive, high capacity disk systems now serve as backup targets with tape being used
for older data or to send off site. This transition to disk is shown in Figure 1. For businesses that cannot afford
significant disruption during a disaster, restarting IT systems from tape will not meet service levels. These
organizations replicate data from the primary data center to a remote storage system. While this improves recovery
times and minimizes data loss, it is an expensive endeavor as organizations must procure two storage systems,
additional network bandwidth, and replication software. Most replication technologies are built to replicate only the
most current data, meaning that they also replicate corrupted data without the ability to recover from it at the
secondary site.




Figure 1 — Replacing disk with tape improves backup and restore times
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Although organizations are finding ways to backup and recover data more quickly, there still is a fundamental flaw in
most backup processes today. Backups are usually completed once per day and, unfortunately, do not adequately
prevent data loss. When a problem occurs, IT staff restore back to the last good backup. Any changes made to an
application after a nightly backup are lost because the recovered data is from the previous night's backup. The
recovery point may actually be older if, during the restore process, the IT staff discovers that there is a problem with
the previous night's backup. This requires IT to go even further back in the backup schema to find a good copy to
restore from. Very rarely do IT departments test backups to ensure data integrity in case a restore is needed.

Organizations wanting to improve business continuity processes must protect data more frequently and improve
recovery times. Figure 2 shows that over 50% of organizations believe that current backup processes leave data
unprotected. While this research statistic reveals that IT shops must do more to protect data, it does not indicate what
the productivity impact would be if the information is lost. Reduced productivity, lost data and associated business
impact drive the need for integrated data protection and disaster recovery solutions which increase the frequency at
which backup operations occur.

Figure 2 shows that less than one-half of enterprises believe that current backups adequately protect applications from
data loss.
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Considerations for an Integrated Data Protection Strategy

Most organizations identify the backup requirements and the best ways to move data from a primary system to a
secondary device or location. This view led to the deployment of snapshots, full volume clones, synchronous remote
replication and other data protection methods. Each of these methods may require purchasing several hardware and
software products which begins to complicate application and backup environments.

Instead of buying disparate products that facilitate the backup processes, users should consider data protection
solutions with recovery operations in mind. The first step for IT departments is to measure how often data is restored.
This statistic provides insight into how often data restorations occur, how old the data is that is being restored, and how
long the restores take. ESG research shows that 79% of data restored is no more than 7 days old. Figure 3 further
highlights that over one-half of recovered data is less than 2 days old. This research suggests that IT departments
should back up data more frequently to fast storage media providing IT the capability to quickly recover the most
recent data.

Figure 3 — Age of recovered data
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In addition to the recovery time aspects mentioned above, another important consideration is the scope of recovery.
An enterprise solution needs to be able to recover an email or a file just as easily as it can recover a server or an entire
data center. While smaller object recovery is much more frequent, without a solution that can enable an automatic
recovery, they can dramatically impact production downtime.

Along with disk-based backup, users are turning to Continuous Data Protection (CDP) backup software to improve the
time granularity at which backups occur in order to reduce data loss. Applications and files are constantly changing
throughout the day posing a challenge to IT departments that struggle to complete one or two backups daily. CDP
software immediately captures modifications to applications and files and sends the changes to a central database.
This technology allows recoveries to take place up to the last change to a specific application or file.

Disaster recovery typically involves sending or copying data from one location to another. This process usually lags
behind local backup operations. Except for large organizations with big IT budgets, most IT departments ship tapes
offsite. Other organizations copy data once per day to a second site. With disk-based backup and CDP software,
secondary sites can now stay up to the second as changes to files and applications are immediately sent locally and
copied to the second location. If the primary site cannot recover data, the secondary site has the most recent changes
and quickly restores data.

Another key consideration for any data protection solution is its capability to integrate with existing infrastructure and
applications such as SQL Server, Exchange, and other databases. While an organization may not have all the
capabilities to deploy CDP, disk-based backup and disaster recovery across all IT systems; there may be opportunities
to implement some of these features across certain applications. It is imperative that application owners / users
(typically business units) collaborate with IT putting in place the right data protection solution that meets availability,
and more importantly, recovery requirements.




Asempra’s Powerful Data Protection Combination

Recognizing that organizations want to improve data protection processes without increasing costs, Asempra offers its
Business Continuity Server which combines features from CDP software with disk-based backup enabling more
granular data protection and fast, instantaneous recoveries. Combining these features reduces the amount of data
protection products that IT staff currently use to satisfy backup and recovery times. More granular data protection
operations with verifiable recovery to any point in time reduce the time it takes to recover critical data and mitigates risk
of data loss. Additionally, the Business Continuity Server provides mitigating the risk of data loss.

Headquarter in Sunnyvale, CA, the privately-held Asempra aims to help its customers by reducing the risk of data loss
and mitigating disruption to business operations. Customers are willing to test new data protection solutions as shown
in Figure 4. However, very few backup vendors today are offering a combination of the various technologies and

features, creating a unique value proposition to customers who want to buy a data protection solution from one vendor.

Figure 4 — Enterprise organizations’ interest in emerging data protection technology trends
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Business Continuity Server Overview

Asempra’s Business Continuity Server (BCS) software runs on one or more (true active-active cluster configuration)
standard Linux servers that execute the data protection and recovery operations. The appliance supports multiple
heterogeneous storage systems protecting customers’ investments in existing storage hardware. Additionally,
Asempra provides file-system export capabilities enabling any application to read data out of the Business Continuity
Server. This also enables customers to archive the BCS data onto tape utilizing existing backup software and
applications. IT staff consolidates data protection and archival processes by first sending data to the BCS and then
migrating older data to tape.

Once the BCS software is deployed and the Continuous Protection host drivers are distributed onto application
servers, a customer logs into the BCS Gateway, the system’s management console, to discover what applications are
not currently protected or need to be protected. The host drivers can also identify what data within the applications is
not currently being protected by the Asempra BCS. The drivers transform the frequency at which data is protected
from a point-in-time to continuous data protection. To ensure that backup processes are consistent, a customer can
group servers by application, location, or other structures. The host drivers capture an entire systems’ state
determining a baseline, and send this information back to the BCS. When users make changes to databases, email
applications and file systems, the modifications are immediately sent to the BCS server. Changes are captured and
sent at the byte level minimizing consumption of network bandwidth and storage capacity. Transmitting changes at the
byte level helps customers avoid incremental network and storage expenditures. This process is repeatable across
any number of servers, regardless of location.

A data protection solution is only as good as its ability to quickly and successfully recover data. The Asempra BCS
captures all changes as they occur so restores are based on up to the second data. In the event a recovery is
needed, an authorized user logs into the BCS Gateway, determines the recovery point and the scope of data set to be
recovered, and then selects the file or database to kickoff the restore process. Restorations can be verified before




being completed, either by opening the object within the BCS management console, or by recovering the data to a
secondary location.

Asempra’s Virtual On-Demand Recovery™ feature enables application recovery time to be independent of data set
size. If an application crashes, IT can instantly restart the application as the BCS software restores the critical data or
files on demand. Users can still access the application as the restore process continues. The Virtual On-Demand
Recovery ' feature transparently and automatically recovers files while the application is running. During the
recovery, users can continue to make additional changes to any application files. The BCS software also tracks those
changes and includes them in the restoration process as necessary.

For disaster recovery purposes, an Asempra customer can deploy the BCS server locally (Boston) and host drivers at
a remote location (San Francisco). If San Francisco experiences an outage, all the data is protected in Boston.
Boston users can restore the data locally and continue working until San Francisco is up. Once San Francisco is back
in production, applications are synchronized with the Boston repository.

There are several benefits to using the BCS that customers may not identify immediately. Because the BCS is storage
agnostic, users can take advantage of disk-based recovery increasing the speed of the restoration process. Also, the
granularity at which data modifications are protected enables unlimited recovery points and recovery objects that scale
from email to data center. Traditional restoration times are relative to the size of the data that needs to be restored.
Also, with its grouping capability and application integration, the BCS can recover individual emails, groups of files, or
entire applications.

The first version of the BCS solution supports Windows-based file servers, Exchange, and SQL Server. Customers
can utilize the functionality to protect, recover and archive emails for a specific location or organization. For SQL, lost
or corrupted transactions can be restored as new entries are being made ensuring that OLTP revenue generating
applications are not down for long periods of time. ESG expects Asempra to expand its application integration with
future versions of host drivers supporting UNIX-based operating systems and other database platforms such as
Oracle, Sybase and DB2.







